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Overview of IT Governance and COBIT5

Defining IT Governance:

 ‘The set of processes that ensure the effective
and efficient use of IT in enabling an organization
to achieve its goals’ (2010 Gartner Inc.)

 ‘The responsibility of executives and the board of
directors, and consists of the leadership,
organizational structures and processes that
ensure that the enterprise’s IT sustains and
extends the organization’s strategies and
objectives’ (IT Governance Institute)

‘A decision-making framework for IT investments
that is designed to maximize the return of
benefits while managing risk to acceptable levels’
(2010 Forrester Research Inc.)

‘The processes and relationships that lead to
reasoned decision-making in the use of IT’
(ISACA)
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AN ISACA® FRAMEWORK

Reference: The Open Group Architecture Governance, http://pubs.opengroup.org/architecture/togaf8-doc/arch/chap26.html, accessed February 2014
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Overview of IT Governance and COBIT5

COBIT 5 is more specifically concerned with

ensuring the business of IT is being
conducted properly.

Good IT Governance is mandatory for maximizing
business value from IT investment (IT ROI);

TOGAF describes a hierarchy of governance structures
within a typical large organization:

— Corporate Governance - King Ill, COSO

— Technology and IT Governance -
COBIT 5, ISO 38500

— Architecture Governance - TOGAF 9.1 C OBIT&
=

AN ISACA® FRAMEWORK

Reference: The Open Group Architecture Governance, http://pubs.opengroup.org/architecture/togaf8-doc/arch/chap26.html, accessed February 2014
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The IT Governance Solution

iServer
IT Governance Accelerator

e  Currently contains the COBIT 5 Foundation and
Enabling Process module

* In acentral, object orientated repository

* Detailed COBIT 5 models including introduction
to and guidance on framework concepts

COBI'Te
* In an easy to access and familiar iServer/Visio T T Govananco Accslersky o rs Sofiars prkssth prct pose Gt o

With the IT Governance Accdarator, Orbus Software  iSaner's collaborative medaing emvironment t allows

object-orientated modeling environment, or the e T G S W T e
most organizations. the CORIT & best practicas to datermine govemancea

. The IT Govemanca Accalerator comprisas a malurity, or can simply be ussd asa mlsmancefor
browser based iServer Portal P ooy vinre OB et YA e gty b i or
. model fncluding touch-points with TOGAF®Q), considering. The IT Govermanca Accelerator can be
tha complate CORIT 5 base framework, the usad as your central IT governanca repository.

anabling process governanca module, and COBIT
implementation guidance documentation.
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COBIT 5 Governance and Management Principles

. The iServer IT Governance Solution is based
1. Meeting
Stakeholder on the COBIT 5 Framework
Needs

The COBIT 5 Framework, as well as the IT
Governance Solution, is structured around

5. Separating : . .
Governance 2. Eﬁrg}grrlig ;[he these five principles

From
Management End-to-end
COBIT 5

Principles

3. Applying a
Single
Integrated

Approach Framework C OB I Té

AN ISACA® FRAMEWORK

4. Enabling a
Holistic
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The IT Governance Solution: Meta-Model

iServer IT Governance Meta-Model n; iServer

Is tracked against

/1y Principle (= a
o Enabler @)
COBIT 5 Princiole o COBIT 5 Stakeholder applies to Is tracked against o)
° accoun?s to/ COBIT 5 Enabler =
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§ &> Driver F Objective c};‘fx‘j Enabler %,/ Life Cycle g
< supported by supported by governed by g
%] COBIT 5 Driver COBIT5 Objective COBIT 5 Enabler : COBIT 5 Life Cycle S
7] supports supports applies to
(]
2 J \ ) . b \ The COBIT 5 Framework as
=) influences creates realises supports extended by Is tracked against
a .
Z well as the Enabling Process
U] Is realised —
through (@)
° crEEm s i 8 module has been structured
addresses Is tracked against i ie Sets performance § o . .
conmsGoa [ s peronare (1 Twowsoe Y101 39 according to a pre-defined
criteria for <
COBIT 5 Enabler g ® .
=T e N 33 iServer meta-model...
ets performance %
criteria for A
consultutes o
o
£.9 Influenced by SHiees COBIT 5 Enabler Dimensions:
='a m—— 4 . ° .
R A i . 2 proces * Role (COBIT Stakeholden ...built reusing TOGAF Business
sl é COBIT 5 Function reaksed by Ii COBIT 5 Process d . E?als (f%?;gg?éﬂsf) le)
N realises extends ¢ Lite cycle ITe cycle 1
= ﬁ » Good Practice (COBIT Good Practice) ArCh IteCtu re a nd Governa nce
8 § = Measure (COBIT Enabler Performance Management) .
Oa Extension concepts and shapes
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The IT Governance Solution: Process Meta-Model

iServer IT Governance Meta-Model ﬂ; iServer

Area COBIT 5 Area

T
Function
Attribute:
1 Process
Domaln COBIT 5 Domain Purpose

-\ Y=aun

2 Process Goal ®) Goal
ribute:

Attribute:
PrOCESS COBIT 5 Process

The COBIT 5 Framework as
well as the Enabling Process
module has been structured
— according to a pre-defined

Governance/ D Process Attribute: Attribute:
Process

M 4 nageme nt COBIT 5 Governance / PrO((:)e:tspmzuts/ (Compliance Level i S e rve r m eta - m 0 d e I
Pra ctice Management Practice ¥/—\ B

N/

IT Related Goals

Process
Description
ey @Y

D Frocess ...built reusing TOGAF Business
Activit » .

Y Architecture and Governance
Extension concepts and shapes
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Principle 1: Meeting Stakeholder Needs

$ = The COBIT 5 Goals Cascade:

Stakeholder Needs

i

. The COBIT 5 Goals Cascade describes the steps required to transform stakeholder needs
suppofs into specific and actionable Enterprise Goals, IT-related Goals and Enabler Goals.

»
e

Value Creation

. The first step is defining stakeholder needs from stakeholder drivers. The high level
[ oncene (I comme | [ coere | stakeholder need identified within COBIT is value creation.

Benefits Realisation J Risk Optimisation [ Resource Optimisation J

—_—

. These stakeholder needs are then translated into a generic set of enterprise goals, which
are divided into Balanced Scorecard (BSC) objectives.

realisgs

r
GOAL |

Enterprise Goals . Enterprise goals are supported by more specific IT-related Goals.
cnstnkes . IT-related goals are in-turn supported by specific
h 4 1. Meeting
conL Enabler Goals. S
©
IT Related Goals 4 S:p::ﬁm . d gﬁr&mg
1 H H Management ' ' End-to-end
— . The goals cascade is valuable as it provides the s
constings linkages between Stakeholder needs, value creation Y
h 4
y . a . Applying a
@ con for the enterprise, and lower level Enabler Goals. S
Framework
‘ Enabler Goals
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Principle 2: Covering the Enterprise End-to-End

- ) The COBIT 5 Governance Approach:

Value Creation

[F&f;i,ﬂ | |FR1E:;ZMW ] [:mw:ptm] «  This diagram depicts the key components of the
{ ‘ J ‘ COBIT 5 governance system, namely, defined

objectives, enablers, scope, and roles and
relationships

Fuppoits reglizgs
h 4 4
(x ENABLER W ( GoAL |
Governance Governance Scope
Enablers
SUDDOITS SUPDOITS sl'amﬁ;g,
Needs
5. rati .
MSZM 2. Covering the
8 Ent- 1o ond
Management
. - R [ s \J
[& ROLE é ROLE & ROLE é ROLE ] Principles
» » »
L B — > >
Enabler Stakeholder delogatesto Governing Body sets direction Management instructs Operations and ' .
) Execution Team A
Gocounts to ¢ monitors < reparts i 4.Enabling a 3‘%;“ -
Pt Integrated
h Framework
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Principle 3: Applying a Single Integrated Framework

The COBIT 5 Framework Integrator:

Existing ISACA New ISACA Other Standards

Guidance Guidance and Frameworks

e The Framework Integrator aims to provide a
structure for all governance, guidance and best
practice material

| ;-,c ENABLER ]

COBIT 5 Knowledge Base COBIT 5 Enabler

 The Framework Integrator is designed to be an
(Current Guidance and Content, Structure . . .
for Future Content) overarching framework for the entire enterprise,
structuring all non-technical guidance

Knowledge Base
Content Filter

1. Mee
Needs

B Soparating = 2. Covering the

Fiom Eiend

ment =)

Merige ' COBIT5 ]

Principles

COBITS

COBIT 5 ,_,_ Professional
Guides —
3 S

COBIT 5 Enabler

® &
4. Enabling a &w'
Holistic
COBIT 5 Approach ‘I
Collaborative Online

Environment
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Principle 4: Enabling a Holistic Approach

x ENABLER

Governance Enablers

5{ EMABLER |

( [’x ENABLER 1
{ 2 Processes

3. Organisational
Structures

1 1

(x EMABLER

]

4. Culture, Ethics and
Behaviour

|

1

(5{ ENABLER 1
1. Principles, Policies and Frameworks J
ENaEILER | x ENABLER ‘ [ x ENABLER ]

6. Services,
Infrastructure and

5. Information
Applications

Resources

|

7. People, Skills and
Competencies

The COBIT 5 Enterprise Enablers:

COBIT 5 enablers are the supporting pillars of the
governance and management of enterprise IT.

Enablers are guided by the IT-related Goals, which
in turn are derived the Enterprise Goals.

IT-related Goals define what the enablers should
achieve, and measure their effectiveness.

Enablers are interconnected meaning each
enabler requires input from others to be fully
effective, e.g. Processes need Information etc.

The implication of this is that

for each stakeholder need,

SSeparamq Z(leemgm
each enabler should ot -
be analyzed for relevance @ = \@& o

and addressed where Sgens
required. L
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Principle 5: Separating Governance from Management

stakeholder Needs COBIT 5 Governance and Management Key Areas:

. The COBIT 5 Process reference model highlights key
governance and management areas that should be

Business Needs

(A Governance addressed.
Q Evaluate, Direct & Monitor (EDM)
([ rocren | . COBIT 5 processes are non-prescriptive and should

Direct

be used as a guide.

. There is a clear separation between the governance
and management activities of enterprise IT.

Q FUNCTION m FUNCTION

Evaluate Monitor
Management

Feedback

. This reference model

J drills down into four e
A Management additional process levels
COBIT 5
- Principles
QFUN:TDP‘ mFLIh:TIOh QFLIHSTION mFLIhSTth (See Process Meta mOdeI)

r

Align, Plan & Organise » Build, Acquire & > Deliver, Service & o Monitor, Evaluate &
{APO) Implement {BAI) Support (DSS) Assess (MEA) 3. ‘ODMHM
"""‘”‘ Imeorated
Framework
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Views and Outputs: Impact Analysis

# OT INnCIoeNnts C3usea D‘Y..
fotomopeyaoicad, \ \ j / A= This view shows all the Enterprise

|7. Business Service Cont.. . .
e e Goals associated with the Customer
iy oy Degres o board & e Balanced Scorecard objective, as well
% of businzss stzkehold... 4 |
T \ —— as the Measures for those goals.
== \[6. Cgtor‘nar e 5. lnfoonn.ration Bazzd Str..| g s
o [fime 5 provde spoor.. Other possible analyses include:
e / \ESC Customer o Miaking '\‘ d ' ‘ ; p y
/ % Function and Process
|2. Agile Responses to a... |10. Optimisation of Serv... d ecom p 0s It I ons
O O~

tem e on of

{Trand of cost zz2ssme..

pemmeemee ¥ " ) | Goal | s *  Processes supporting Goals, with
< ! A
LA 1 \ measures
oo |Satisfaczion lavels of bo...
_evel of board satizfact... i oty .
4 | i - s * Enterprise Goals supported by IT-
remiof' , rreguency of sernvice -
j—— - related Goals
Measure| ==
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Views and Outputs: Process/ Role/ Goal/ Measure Catalogues

Consider the current enterprise environment and
business processes, as well as the enterprise

strategy Guiding principles for allocation of resources and

and future objectives. Consider also the external capabilities (EDMO04.01), Innovation opportunities linked

environment of the enterprise (industry drivers, to business drivers (APO04.02), Enterprise strategy and

relevant Sources and priorities for changes  enterprise strengths, weaknesses, opportunities, threats
AP002.01 Understand enterprise direction regulations, basis for competition). (Internal) (SWQT) analysis (External)

Assess the performance of current internal

business Cost optimisation opportunities (APO06.05), Definition of
and IT capabilities and external IT services, and potential improvement projects (APO08.05), Identified
develop gaps in IT services to the business (APO09.01),
an understanding of the enterprise architecture in Improvement action plans and remediation's (APO09.04),
relation to IT. Identify issues currently being Emerging risk issues and factors (APO12.01), Risk analysis
experienced results (APO12.02), Aggregated risk profile, including
and develop recommendations in areas that could status of risk management actions (APO12.03), Project
benefit from improvement. Consider service proposals for reducing risk (APO12.05), Performance and
provider capacity plans (BAI04.03), Prioritised improvements
differentiators and options and the financial Baseline of current capabilities (BAI04.03), Corrective actions (BAI04.05), Results of fit-
impact and (Internal), Gaps and risk related to  for-purpose reviews (BAI09.01), Opportunities to reduce
AP002.02 Assess the current environment, capabilities potential costs and benefits of using external current capabilities (AP012.01), asset costs or increase value (BAI09.04), Results of cost
and performance services. Capability SWOT analysis (Internal) optimisation reviews (BAI09.04)

Define the target business and IT capabilities and
required IT services. This should be based on the
understanding of the enterprise environment and

requirements; the assessment of the current High-level IT-related goals

business process and IT environment and issues; (Internal), Required business and IT

and consideration of reference standards, good capabilities (Internal). Proposed Analysis of rejected initiatives (APO04.05), Results and

practices and validated emerging technologies or  enterprise architecture changes recommendations from proof-of-concept initiatives
AP002.03 Define the target IT capabilities innovation proposals. (APO03.03) (APOO04.05)
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Views and Outputs: RACI Relationship Matrix

50 APOO01.01 Define the organisational structure =l APOO01.02 Establish roles and responsibilities =0 APOO01.03 Maintain the enablers of the management system |

ar s e, i s | L i T —— | Ll P |
I'Ea;ﬂ'.n::hit%.awz:tL,lr+.=,- Board
C
[Role]
A
LEH.i".udit c c
[Role]
A
- Board c
[Role]
@
Business Continuity Manager
C c
[Role]
A
- Business Executive
C C
[Role]
=
Business Process Owners
c C
[Role]
@
Chief Executive Officer
C A
[Role]
EﬂEChief Financial Officer
C C
[Role]
@
Chief Information Officer
A A R
[Role]
@
Chief Information Security Officer
C
[Role]
@
Chief Operating Officer
C R
[Role]
I"@E{_‘.hh\:ﬂ‘ Risk Officer c
[Role]



Views and Outputs: Web Portal

COBIT 5 Principles

Solution Navigation

(Oblle

- orbus

software

iServer Web Portal is a Live
web based representation of
the governance repository

Accessible by any number of
users without having to have
iServer software installed or
iServer training
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